
SharePoint Server and SharePoint Services enable companies to improve com-
munication and interaction between employees and departments. Important 
data and documents can be centrally stored and managed so that they are ac-
cessible to all. However, this involves the risk of viruses and malware spreading 
like wildfire via this platform. Avira AntiVir SharePoint puts a stop to this  
risk. 

The larger the data throughput at a certain point, the grea-
ter the risk of a virus infection. For this reason, Microsoft 
Office SharePoint Server and SharePoint Services are not 
only portals for authorized users but can also be gateways 
for virtual pests. A specific virus attack at this point enables 
unwanted malicious code to be sent out illegally, which in the 
worst case can paralyze a complete company. It is difficult 

to estimate the damage such attacks can cause. In addition to financial 
losses, damage is also caused to the public image of the company, which 
frequently has a negative effect on the income situation of a company. If 
it can be proven that no security measures had been taken against such 
attacks and if other companies or persons have suffered damage as a re-
sult, consequences in terms of liability cannot be ruled out. 

Central data storage and administration, search function, 
data linking, extendibility, data management, easy integra-
tion in other Microsoft applications and lots more besides 
– so that the advantages of Microsoft SharePoint Servers 
also remain advantages, comprehensive virus protection is 
required. Avira AntiVir SharePoint can be ideally integra-
ted in Microsoft SharePoint products. The Avira virus scan-
ner uses the Microsoft SharePoint Virus Scan interface and 
scans all files and documents in real-time. All files and docu-
ments transferred via the SharePoint platform are scanned 
for possible malware infection by the Avira AntiVir Engine, 

whose malware detection is one of the best on the market, without any 
noticeable time delay. 

However, Avira AntiVir SharePoint is not just an add-on virus protection. 
In cooperation with Microsoft, as a Microsoft Gold Certified Partner, an 
integrated security solution was developed that can be completely confi-
gured via the SharePoint administration side. Update intervals, update 
sources, proxy settings and temporary memory can be configured as well 
as heuristic options, scanning scope and scanning depth for archives. In 
this way, Avira AntiVir SharePoint can be individually adapted at a central 
point to the requirements of the user or of the company.
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The challenge

Avira AntiVir SharePoint

Optimum
security

u  Integrated virus and malware 
protection

u  Reliable, extremely performing 
AntiVir technology with leading, 
repeatedly awarded detection 
performance

u  Fast reaction to new dangers 
through in-house malware research 
centers

Low
costs

u  Extremely low administration 
efforts through full integration

u  Intuitive operation without long 
and expensive training times

u  All licenses incl. free updates, 
upgrades and 14 day installation 
support; inexpensive bundles to 
protect the entire network

High 
invesment 
security

u  Fast, resource-saving scanning 
technology

u  Transparent licensing designed to 
meet requirements without hidden costs

u  Provider of cross-system solutions – 
“Made in Germany” – with over 20 years 
of experience in protecting the users
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Microsoft Office SharePoint Portal Server 2003
SharePoint Services 2.0
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Avira is a worldwide leading supplier of self-developed security solutions
for professional and private use. With more than twenty years of expe-
rience, the company is one of the pioneers in this field.

The security expert has several locations in Germany and partnerships 
in Europe, Asia and America. At its headquarters in Tettnang near Lake 

Constance, Avira is one of the region’s largest employers with more than 180 
employees. Worldwide more than 250 persons are employed and their work regularly
wins awards. Avira AntiVir Personal, used by millions of private users, represents a sig-
nificant contribution to security.

Avira’s national and international customers include renowned corpora-
tions listed on the stock exchange but also educational institutions and
public authorities. In addition to protection of the virtual environment,
Avira also provides for more protection and security in the real world 
by supporting the Auerbach Foundation. Established by the founder of 
the company, the Auerbach Foundation promotes charitable and social 
projects as well as the arts, culture and science.

Avira AntiVir® SharePoint

Avira Security      Management Center

Proxyserver 

Mailserver 

Workstation Fileserver 

Mobile PDA Mobile Smartphone

Firewall 

Your authorized Avira partner:

Licensing One license for all supported platforms; licensing per 
protected user; license periods: 1 year and 3 years; license 
extensions with a saving of 30 per cent

Scope of 
license

Free updates and upgrades during the entire license period, 
14 day installation support (telephone and email); free plat-
form change; software and documentation downloads

Support
(optional)

Avira Gold Support: 8/5 support by telephone/email

Avira Platinum Support: 24/7 support by telephone/email

Functions

About Avira

System requirements and licensing

Optimum protection against viruses & co.

Leading detection and elimination of viruses and malware

Inovative AHeAD (Advanced Heuristic Analysis and Detection)
technology to detect unknown or rapidly changing attackers for proactive 
security

Real-time monitoring of every file access through on-access scanner

Automatic archive detection (ZIP, RAR, GZIP, ARJ, LZH, LHA, ACE etc.) 
through smart detection technology with selection of the archive types to 
be scanned, maximum compression rate, maximum number of files and 
configurable recursion level

Fast, automated updates

Extremely small, bandwidth-saving updates of the virus detection pat-
tern database and the program through incremental VDF updates

Fast, seamless protection through updates without interrupting the 
system

Efficient configuration and administration

Direct integration into the Microsoft SharePoint Services and
the Microsoft Office SharePoint Server by using the internal
Microsoft SharePoint Virus Scan API

Full configuration and administration through a special configuration 
page, which is integrated into the SharePoint HTML administration page

Available configuration options: update interval, source for updates 
(HTTP or CIFS shares), proxy settings, temporary storage, heuristic 
settings, archive options

RAM HDD Other

Microsoft Office SharePoint Server 2007            
(32 bit/64 bit)

at 
least 
512 
MB

at least 
100 MB 
available 
hard disk 
storage

at least Intel 
Pentium III 
compatible 
processor or 
x64 compa-
tible 64 bit 
processor

SharePoint Services 3.0 (32 bit/64 bit) 

Microsoft Office SharePoint Portal Server 2003

SharePoint Services 2.0

Information on the Avira product‘s lifecycle and a corresponding overview can be 
obtained from: http://www.avira.de/en/support/product_lifecycle.html


